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Installing ADDS usmg DCPROM ADO
® Deploying and Managlng ADDS on Server Core.

® Deploying a Read Only Domain Controller

® Conclusions!
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Windoews Ser
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Windows Server 2008 Star__qg_lard without Hyper-V
Windows Server 2008 Entefp’rise without Hyper-V
Windows Server 20 /Datacenter without Hyper-V
Microsoft Hyper-V Server
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Understanding Server Roles

Server Role

Description

Active Directory
Domain Services
(AD DS)

A centralized directory for user and computer
management and authentication for a Windows Server
2008 network

Active Directory
Lightweight
Directory Services
(AD LDS)

A Lightweight Directory Access Protocol (LDAP)
directory service that provides flexible support for
directory-enabled applications, without the restrictions
of Active AD DS

Active Directory
Certification
Services (AD CS)

A solution that is used to protect information stored in
documents, e-mail messages and Web sites from
unauthorized viewing, modification or use

Active Directory
Rights
Management
Services (AD RMS)

An information protection technology that works with
AD RMS-enabled applications to help safeguard
digital information from unauthorized use

Active Directory
Federation
Services (AD FS)

A server role in Windows Server 2008 that provides
Web single-sign-on (SSO) technologies to
authenticate a user to multiple Web applications over
the life of a single online session




support for Kerberos

-
—

Freshly-created Server 2008 forests shift to Server
2008FL automatically '

' Last Interactive L%pn'

SYSVOL Replicates with DFS-R (RDC) rather than the
File Replication Services

Does NOT support NT4



Restructuring - A third way to go from Windows Server 2003
Domain Controllers to Windows Server 2008 Domain Controllers is
restructuring your Active Directory environment. This involves moving
all your resources from one (Windows Server 2003) domain to a new
and fresh (Windows Server 2008) domain. Tools like the Active
Directory Migration Tool (ADMT) are priceless in these kind of
migrations.






® You want to switch Windc

_'. < o \‘

® Standard Edition can be upgraded to both Standard and Enterprise Edition

rver - edition (to obtain clustering for instance)

® Enterprise Edition can be upgr&ded to Enterprise Edition only
® Datacenter Edition can be upgraded to Datacenter Edition only

® You want your Window:’?ve'r 2008 Domain Controllers to be Server Core
installations of Windows Server 2008. Upgrading to Server Core is not
possible



® Applications ony C ontrollers are not tested with
or certified for usage oﬁ_. indows Server 2008.

® Applications or installed compéﬁents on your Windows Server 2003
have known problems when upgrading in-place to Windows Server
2008. Powershell and thus Exchange Server 2007are such programs!

/



adprep.exe ~Infrastructure Master

/domainprep /gpprep £
adprep.exe /rodcprep * Domain Naming Master

-

e

Tip: After preparing your Active Directory for Windows Server 2008 be sure to check the process.
Breadcrumbs to failures may be found in the event viewer, but real men will check the adprep.log files.

=




DiUe Deeper

Database Functional Levels

® Forrest S
. Wi n d OWS 2 O O O elect the domain functional level.
® Windows Server 2003

® Windows Server 2008 §

ing later versions of W dows Server, some

Domain functional level:

ave
nced features will not be | ble on those domain controllers while the

® Domain
® Windows 2000
® Windows Server 2003
® Windows Server 2008

More about domain and forest functional levels




If Failure Occurs e F

Schema  Loss 1 Schema cannot be extended, not Major
Domain Naming Master i Will Effect DCPROMO

RID Master 1 May Igseﬁoility to create accounts (Blocks of users)

PDC Emulator i Not a problem

Infrastructure Master i If multiple domains group membership may
be affected.







VIAP for short).

ml,
A

- Backups - Make balﬁ‘ip‘s f all your Domain Controllers

and verify you can restore these backups when needed.
' Documentation -
' Communication

Prepare /y’gur' current AD Environment!

i
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Server Core Architecture

Server, Server Roles
(for example only)

|

|

|

|

|

har '

s | 1as |RMs [P E ¢ cf
Point ,

|

Server Core Server Roles Server

With .NetFx, Shell, Tools, etc.

——————=oo

Server Core
Security, TCP/IP, File Systems, RPC,
plus other Core Server Sub-Systems



Diue Deeper
All of This Looks Great

-0 x|

File  Action View Help
&= | 5
T Server Manager (FULLD)

= i’* Roles
= ﬁ Active Directory Domain Services jrl

Stores directory data and manages communication between users and domains,

: Active Directory Users and Computers induding user logon processes, authentication, and directory searches.

ﬁﬂ Active Directory Sites and Services
?‘: Active Directory Lightweight Directory Service

= DMS Server
% 51 NS Level Event ID | Date and

3 FuLLt (i) Information 701 15/10/20
B & Features (i) information 700 15/10/24
|54 Group Policy Management (@) nformation 701 14/10/20
=l m Diagnostics (i) Information 700 14/10/20
i&| Event Viewer
i Feliability and Performance
gy Device Manager 1|
= fm Configuration
9 Task Scheduler
= Windows Firewall with Advanced Security
Inbound Rules Display Name [Servigga| [ Preferences
Outbound Rules 5w, Active Directory Domain Services  nids B stop
5.!'.:‘ Connection Security Rules .’,';r'/. DFS Mamespace dfs
&, Monitoring .7, DFS Replication dfsr
S Services .}, Distributed Link Tracking Client  trkwks™
il WMI Control ., File Replication Service ritfrs
= g Storage "}, Intersite Messaging ismser

J@ Windows Server BEEkLII:I ks e n:I-J-.-:I-.. Homm e I,.-l.-_lj
3

=3 Disk Management 1 I
*|
{'ﬁ Last Refresh: 15/10/2007 11:36:22 Configure refresh

F I I Y L= miue Al CVErNies

* System Services: 9 Running, 1 Stopped Ly Go to Services

B start
Il Restart







® Less patch managemen it
® Windows 2003 40% of patches applied to removed components
® Reduced attack surface

® Smaller memf)Dpaﬁd‘Eisk footprints
® Runs supported server roles and features

® Not an application platform
No .NET
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Coreconfigurator.exe

. Server Core Configurator by Guy Tever ovsky

...............................................

................................................

Iir'ﬁ; 'Zone I
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* List FSMOs, PDC, \?JJS etc
® Verify a secure channel with a domain
® Reset a secure ch | with a domain
® In Support Tools’oﬁgrdeer
OSes, built into Server Core
=



is S

® npetdom command maEthame /[domain:domainname
/usero:acctname /passwordo:password /userd:acctname

/passwordd:password ..
[other settings] -






.....

/ NewDomamDNSNantng_;ﬁm.com /
/ skipautoconfigdns [ forestlevel

/ rebootonsucces?aes

® Or get DCPROMO on a GUI system
to create a script for you and run
dcpromo-/ unattend: filename

/ RepllcaOrNewD =Domain / NewDomairForest

domainlevel =3
=3
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AD Installed on Server Core!




