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Server Core!
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Module Content

Introducing ADDS for Windows Server 2008

New Features & Functionality

Installation Vs Upgrade

Installing ADDS using DCPROM ADO

Deploying and Managing ADDS on Server Core.

Deploying a Read Only Domain Controller

Conclusions!



The Windows server 2008 Family

Windows Server 2008 Standard

Windows Server 2008 Enterprise

Windows Server 2008 Datacenter

Windows Server 2008 for Itanium-Based Systems

Windows Web Server 2008

Windows Server 2008 Standard without Hyper-V

Windows Server 2008 Enterprise without Hyper-V

Windows Server 2008 Datacenter without Hyper-V

Microsoft Hyper-V Server
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Understanding Server Roles
Server Role Description

Active Directory 
Domain Services 
(AD DS) 

A centralized directory for user and computer 
management and authentication for a Windows Server 
2008 network 

Active Directory 
Lightweight 
Directory Services 
(AD LDS)

A Lightweight Directory Access Protocol (LDAP) 
directory service that provides flexible support for 
directory-enabled applications, without the restrictions 
of Active AD DS

Active Directory 
Certification 
Services (AD CS)

A solution that is used to protect information stored in 
documents, e-mail messages and Web sites from 
unauthorized viewing, modification or use

Active Directory 
Rights 
Management 
Services (AD RMS)

An information protection technology that works with 
AD RMS-enabled applications to help safeguard 
digital information from unauthorized use 

Active Directory 
Federation 
Services (AD FS)

A server role in Windows Server 2008 that provides 
Web single-sign-on (SSO) technologies to 
authenticate a user to multiple Web applications over 
the life of a single online session 



2008 Forest Benefits

Enhanced Active Directory Features

Granular Password Policies

Restartable Active Directory

Advanced Encryption Services (AES 128 and 256) 

support for Kerberos

Freshly-created Server 2008 forests shift to Server 

2008FL automatically

Last Interactive Logon

SYSVOL Replicates with DFS-R (RDC) rather than the 

File Replication Services

Does NOT support NT4



Upgrading to Windows Server 2008

In-place upgrading - Windows Server 2003 and Windows Server 

2003 R2 can both be upgraded in-place to Windows Server 2008 

Transitioning - Migrating this way means adding Windows Server 

2008 Domain Controllers to your existing Active Directory 

environment.

Restructuring - A third way to go from Windows Server 2003 

Domain Controllers to Windows Server 2008 Domain Controllers is 

restructuring your Active Directory environment. This involves moving 

all your resources from one (Windows Server 2003) domain to a new 

and fresh (Windows Server 2008) domain. Tools like the Active 

Directory Migration Tool (ADMT) are priceless in these kind of 

migrations. 



The in Place Upgrade!

In-place upgrading is good when: 

You worked hard to get your Active Directory in 

the shape it's in. 

Your servers are in tip-top shape. 

There's really no budget to buy new servers. 



Gotchas!
Your servers do not meet the required patch level for in-place upgrading  

(The Windows Server 2003 patch level should be at least Service Pack 1) 

You want to upgrade across architectures (between x86, x64 and/or Itanium) 

You're running Windows Small Business Server 2003 or Windows Small 

Business Server 2003 R2 (upgrade scenarios for Small Business Server are 

uncertain at this moment) 

You want to switch Windows Server edition (to obtain clustering for instance) 

Standard Edition can be upgraded to both Standard and Enterprise Edition 

Enterprise Edition can be upgraded to Enterprise Edition only 

Datacenter Edition can be upgraded to Datacenter Edition only 

You want your Windows Server 2008 Domain Controllers to be Server Core 

installations of Windows Server 2008. Upgrading to Server Core is not 

possible 



More Gotchas!

Your Windows Server 2003 Domain Controllers are equipped with a 

boot drive which has less than 14062 MB of free space.

Windows Server 2003 Domain Controllers do not meet the Windows 

Server 2008 (recommended) System requirements. 

Applications on your existing Domain Controllers are not tested with 

or certified for usage on Windows Server 2008. 

Applications or installed components on your Windows Server 2003 

have known problems when upgrading in-place to Windows Server 

2008. Powershell and thus Exchange Server 2007are such programs! 



AD Preparation with ADPrep

Command Domain Controller

adprep.exe /forestprep Schema Master

adprep.exe 

/domainprep

Infrastructure Master

adprep.exe 

/domainprep /gpprep

Infrastructure Master

adprep.exe /rodcprep * Domain Naming Master

Tip: After preparing your Active Directory for Windows Server 2008 be sure to check the process. 

Breadcrumbs to failures may be found in the event viewer, but real men will check the adprep.log files. 



Database Functional Levels

Forrest

Windows 2000

Windows Server 2003

Windows Server 2008

Domain

Windows 2000

Windows Server 2003

Windows Server 2008



FSMO Roles Review
Schema Master -

Domain Naming Master 

RID Master ï

PDC Emulator ï

Infrastructure Master ï

If Failure Occurs

Schema Loss ïSchema cannot be extended, not Major

Domain Naming Master ïWill Effect DCPROMO

RID Master ïMay lose ability to create accounts (Blocks of users)

PDC Emulator ïNot a problem

Infrastructure Master ïIf multiple domains group membership may 
be affected.



Querying AD for FSMO Information!

netdom query fsmo

dcdiag /test:Knowsofroleholders /v

Start Run Regsvr32 schmmgmt.dll. (View the 

Schema Snap in)



Before you begin!

Avoid common mistakes 

Plan your server lifecycle 

Assess your readiness - Use the Microsoft Assessment 

and Planning Solution Accelerator (MAP for short).

Backups - Make backups of all your Domain Controllers 

and verify you can restore these backups when needed.

Documentation 

Communication

Prepare your current AD Environment!



Upgrade the First DC

Activate Product

Check Compatibility

Review Logs

Review Event Viewer

Perform Backup



Exploring Active Directory



Deploying AD on Server Core!



Server Core Architecture

Server Core Server Roles

Server Core

Security, TCP/IP, File Systems, RPC,

plus other Core Server Sub-Systems

DNS DHCP FileAD

Server

With .NetFx, Shell, Tools, etc.

TS IAS RMS
Share

Point
Etcé

GUI, CLR, 

Shell, IE, 

Media, OE, 

Etc.

Server, Server Roles 

(for example only)

AD

LDS
Media

Server
IIS 7 Hyper-VPrint



All of This Looks Great



So What Now?



Server Core

Server Core provides a minimal server option

No GUI shell, audio stack, active syncé

Same binaries as full version

Windows directory

Full: 6 GB, 35K files 

Core: 1.5 GB 13K files 

Less patch management

Windows 2003 40% of patches applied to removed components

Reduced attack surface

Smaller memory and disk footprints

Runs supported server roles and features

Not an application platform

No .NET



Coreconfigurator.exe



Joining a Domain!

The main tool is ñnetdomò

It will let you do lots of things, including

Renaming a computer

Joining or leaving a domain

List FSMOs, PDC, DCs, OUs etc

Verify a secure channel with a domain

Reset a secure channel with a domain

In Support Tools for older 

OSes, built into Server Core



NETDOM basics!

Because many NETDOM commands involve working 

both with a domain account and a local account, and a 

machine as well as a domain, the basic NETDOM syntax 

is

netdom command machinename /domain:domainname

/usero:acctname /passwordo:password /userd:acctname

/passwordd:password

[other settings]



NETDOM Basics (Conté)

Here, the command is "join" and the extra option is 

"/reboot," which reboots on success

netdom join mypc / domain:StirlingMV.com
/ usero:localadmin / passwordo:hithere
/ userd:domainadmin /passwordd:H1there /reboot



Manual DC Installationé

All in one command:

dcpromo / unattend
/ SafeModeAdminPassword=Panda12 
/ ReplicaOrNewDomain=Domain / NewDomain=Forest 
/ NewDomainDNSName=bigfirm.com / domainlevel =3 
/ skipautoconfigdns / forestlevel =3 
/ rebootonsuccess =yes

Or get DCPROMO on a GUI system 

to create a script for you and run 
dcpromo / unattend: filename



AD Installed on Server Core!


