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Session Motivation

Providing answers to questions such as...

Are there good reasons to migrate from Windows 

Server 2003 TS to Windows Server 2008 TS?

How can I prevent TS user logons getting so slow?

Why do some of my applications show strange 

behavior when they are installed on TS?

Does TS RemoteApp solve these applications 

challenges?



This Session will cover!

Introduction 

Terminal server architecture

Launching terminal server user sessions

User session runtime environment

Configuring Remote Programs

Terminal Services Gateway

Deploying TS Web Access

Tips n Tricks!

Summary



Sounds Good but What can it do for me?

Benefits & Uses of 

Terminal Services

Who should use Terminal 

Services?

Terminal Services 

Installation, Configuration 

& Management

New Features for 

Security, Manageability & 

Scalability
Mobile Worker
In Airport

Branch Office

Home Office

Central Location



Terminal Server Architecture



Terminal Server Architecture
User Sessions 1 - nSystem-wide
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Terminal Services Service

Process name in Services Manager

"svchost.exe -k termsvcs" on Windows Server 2003

"svchost.exe -k NetworkService" on Windows 

Server 2008

Windows Server 2008 Terminal Services service

Remote Connection Manager, services incoming remote 

connection requests

SKU differentiation, policies, timers, session arbitration, 

authentication and access control

Entirely protocol independent

Rdpwsx.dll for RDP protocol-specific extensions



Terminal Services Service

Start ïAdministrative Tools ïServices



Session 0 Isolation
Multiple sessions with and without TS

With Windows Server 2003

The console user runs in session 0

Local console session is also hosting all services and system 

objects (through ñmstsc /consoleò)

All remote sessions are using Terminal Services

With Windows Server 2008

Dedicated session for system services (ID = 0)

Console user starts in session 1 (no name collisions)

All remote sessions are using Terminal Services

Remote access for admins through ñmstsc /adminò



Session 0 Isolation

App A

Session 0

Service C

Service A

Service B App B

App C

App D

Session 1

App E

App F

App A

Session 1

App B

App C

Session 0

Service C

Service A

Service B

App D

Session 2

App E

App F

W
in

d
o
w

s
 S

e
rv

e
r 

2
0

0
3

W
in

d
o
w

s
 S

e
rv

e
r 

2
0

0
8

UI0Detect



TS Drivers And Devices
How can I find drivers related to TS?

Start ïAdministrative Tools ïComputer Management ïDevice Manager ïNon-PnP Drivers

Start ïAdministrative Tools ïComputer Management ïDevice Manager ïSystem Devices



TS Drivers And Devices

Start ïRun... ï

"msinfo32.exe"



Terminal Services Drivers

File System: System32\drivers

Kbdclass.sys: Terminal Server Keyboard Driver

Mouclass.sys: Terminal Server Mouse Driver

Rdpcdd.sys: RDP Miniport (graphics driver)

Rdpdr.sys: RDP Device Redirector

Rdpencdd.sys: RDP Miniport (encoder mirror driver)

Rdpwd.sys: RDP Terminal Stack Driver, 

Winstation Driver

Termdd.sys: Terminal Server Driver

Tssecsrv.sys: TS Security Filter Driver (for CredSSP)



TS Architecture Details

TS Device Driver
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