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Content
The Windows Server Security Architecture!

Branch Office Protection!

Introducing Active Directory Identity Management Tools

Deploying Active directory Right Management Services

Full Volume Encryption using Bitlocker & More.. 

Protecting your Interests:  Hardware Group Policies & More!

Protecting your Network with Network Access Protection!

Conclusions!



The old Security Vs Usability Argument! 
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Code Integrity Improvements

Signature checks by OS loader and kernel

On x64 64-bit platforms

All kernel mode code must be signed in order to load

Identity of all kernel mode binaries is verified

System audit events for integrity check failures

On x86 32-bit platforms

Administrator prompted and accepts 

to install unsigned kernel mode code

Load-time checks done on all kernel mode 

binaries, unsigned code allowed to load 

Next generation premium content may not be accessible, 

depending on content protection policy
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Windows Service Hardening
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Then & Now!
Windows® XP SP2/Server 2003 R2

LocalSystem

Windows Server 2008 / Vista

Account Services

Network Service

Local Service

LocalSystem

Firewall Restricted

Account Services

Network Service

Network Restricted

Local Service

No Network Access

LocalSystem
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Fully Restricted

Local Service
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